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EXECUTIVE SUMMARY

The Colorado Statewide Interoperability Coordinator (SWIC), on behalf of the counties of
Western Colorado, requested assistance from the Department of Homeland Security (DHS)
Cybersecurity and Infrastructure Security Agency(CISA) to conduct a tabletop exercise (TTX) to
exercise operable and interoperable communications between public safety agencies and
hospitals in Western Colorado and the surrounding area as part of the Rural Emergency
Medical Communications Demonstration Project (REMCDP). After completion of the TTX, this
After-Action Report/Improvement Plan (AAR/IP) was created to identify gaps and make
recommendations for improving Emergency Medical Services communications across the
Western Colorado.

Overview

The Western Colorado Rural Emergency Medical Communications TTX took place October 8,
2024. The exercise was conducted in person at the Montrose«County Events Center; 1036
North 7" Street, Montrose, CO. 62 participants ffom 41, agencies attended the TTX,

The suggested actions in this report should be viewed as recommendations only. In some
cases, agencies may determine the benefits of implementation are insufficient to outweigh the
costs or effort required. In other cases, agencies may identify alternative solutions that are
more effective or efficient. Each agency shouldyreview the recommendations and determine the
most appropriate action and the resources'needed (i.e., time, staff, and funding) for
implementation.

Key Findings

The Western Colorade Rural Emergency Medical Communications TTX AAR/IP identifies
critical gaps and associated recommendations regarding communications inside and in the area
surrounding Western Colerado. This,report can be'used to help the county improve overall
communication and will allow agencies to develep priorities and focus their efforts on achieving
and improving emergency communications resiliency.

This TTX highlighted several successes:

o Gathering of a diverse group of agencies from various backgrounds and capabilities
and. the relationship in the"area are a great leveraging point.

e Awareness and understanding of COOP is outstanding.

e NIMS/ICS processes were solid.

o Concept ofithe Pulsara project is very beneficial, however, additional training and
exposure IS needed.

e Backup plan and technologies for dispatch is excellent.

o Immediate notification methods by some hospitals should be a regional standard if
possible.

o PSAP-to-PASAP talkgroup is a best practice allowing for direct communications
between communications centers statewide.

This TTX also highlighted several challenges, listed below are some of the higher priority
recommendations:

December 2024 i



Western Colorado TTX AAR/IP
CISA/ICTAP-XX-AFTACTRPT-XXX-XX

o Develop or update existing SOPs, SOGs, MCI, or COOP Plans to ensure they meet
the current agency and personnel needs and threat protections given today’s ever-
changing environment.

¢ Identify the strategic and tactical information needed to create or update a PACE
plan.

e Look for alternatives to dispatcher tasking so that in major incidents responders are
not reliant on dispatchers for every aspect of support.

e Ensure that regional public safety agencies and support entities receive a copy of all
communications plans and policies that may outline what is available in the region.

o Consider creating a long-term migration plan for all Western Colorado agencies to
come to a common CAD platform.

e Ensure redundancies are identified and trained for thase that rely heavily on voice
and data cellular services.

Conclusion

The Western Colorado REMCDP TTX is an essehtial step toward increasing andimproving
interoperable communications in and around Western Colorado and, the State of Colorado as a
whole. By preparing for large-scale, multi-jurisdictional responses, making improvements, and
continually assessing progress, public safety entities in the Western Colorado will continue to
excel in their dedication to disaster preparedness and their mission to achieve an optimal level
of secure operable, interoperable, and resilient communications.
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1 INTRODUCTION

The mission of the Department of Homeland Security (DHS), Cybersecurity and Infrastructure
Security Agency (CISA) is to unify and lead the nationwide effort to improve cybersecurity and
emergency communications capabilities across all levels of government. More information
about CISA and other CISA work products related to interoperable and redundant
communications can be found at https://www.cisa.gov/safecom.

In its efforts to advance interoperability, CISA developed the National Emergency
Communications Plan (NECP), which is the nation's strategic plan that establishes goals,
objectives, and actions to enhance and improve interoperable and operable emergency
communications. The NECP recommends improved planning.and ceordination across the
emergency communications ecosystem, including emergency. medical'personnel. To aid in
NECP implementation, Congress authorized CISA to establish the Rural' Emergency Medical
Communications Demonstration Project (REMCDP) that leverages existing technologies and
engages non-medical professionals to help establish or sustain statewide medical
communications systems and use existing infrastructure to impreve the delivery of rural medical
care.

The Colorado Statewide Interoperability Coordinator (SWIC), on behalf of the Western
Colorado, requested assistance from CISA/ICTAP to conduct aitabletop exercise (TTX) to
discuss redundant communications betweenpublic safety agencies and hospitals in Western
Colorado and the surrounding area, in the ‘event oficommunications infrastructure failure. After
completion of the TTX, this After-Action Report/Improvement Plan (AAR/IP) was created to
identify gaps and make recommendations for.improving"EMS,communications across Western
Colorado.

1.1 Exercise Qverview

The Western Colorado Rural Emergency Medical Communications TTX took place October 8,
2024. The exercise was conducted in persen.at the Montrose County Events Center; 1036
North 7" Stre€t, Montrose, CO. 62 participants from 41 agencies attended the TTX.

The suggested actions'in this report should be viewed as recommendations only. In some
cases; agencies may determine the henefits of implementation are insufficient to outweigh the
costs or effort required. In other cases, agencies may identify alternative solutions that are
more effective or efficient. Each agency should review the recommendations and determine the
most appropriateraction and the resources needed (i.e., time, staff, and funding) for
implementation.

CISA/ICTAP uses afirst.responder-driven approach to obtain candid input from participants.
This approach minimizes ambiguity and ensures effective communications solutions are
identified and implemented.

The Western Colorado Rural Emergency Medical Communications TTX generated an increased
awareness of existing solutions and highlighted the need for future cooperation and coordination
across jurisdictions and agencies. Through their continued efforts and by building on the results
of the TTX, local agencies and jurisdictions throughout the Western Colorado are encouraged to
continue to improve communications systems and processes.

Event Type

Tabletop Exercise
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Exercise Name
Western Colorado Rural Emergency Medical Communications Tabletop Exercise
Exercise Date
October 8, 2024
Duration
6 hours
Location

Montrose County Events Center
1036 North 7" Street, Montrose, CO

Sponsor

WRETAC

Scenario Type

Active Shooter Incident at a Local Hospital

1.2 Exercise Planning Team

The Western Colorado Rural Emergency Medical Communications TTX was planned in
coordination with local, state, and federal agencies. Local agenciesiwere instrumental in
creating a realistic and tailored scenario forithe TTX participants, which drove discussion about
operable, redundant, and interoperable communications concepts{ policies, plans, and
capabilities specific to the local area. Includediin Appendix B is a list of Exercise Planning Team
(EPT) members.

1.3 Participants
1.3.1 Participant Roles

e Players — First responders and communication specialists who responded to the
Situation presented based on their.current knowledge of response procedures, plans,
cross-jurisdictional'agreements, and communication capabilities.

o Observers — Agency and subject matter expert personnel who did not play during the
exercise but who watched the session and provided their inputs via the Hotwash.

e Facilitator'=Individual controlling/conducting the TTX who provided situation updates
and moderated the conversations.

o Evaluators — CISA/ICTAP subject matter experts who documented the exercise and
interpreted exercise outcomes for inclusion in the AAR/IP.
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Players 49
Observers
Facilitator
Evaluators
Total Participants 62

1.3.2 Participating Agencies & Organizations

Exercise participants (listed in Appendix C) included representativesdrom‘the following
organizations.

Local Agencies (26 total)

City of Montrose

Crawford Fire Protection District #5

Delta County

Delta County Ambulance District

Delta County Emergency Management

Delta County Health & Human Services

Delta County Public Health

Hotchkiss Police Department and FireiDistrict
Montrose County Public Health

Montrose County Sheriff's Office

Montrose Fire Protection District

Montrose Police Department

Mountain Village

North Fork EMS

Olathe Fire Protection District

Ouray County EMS

OurayCounty,Public Health

Paonia Fire Department

San Miguel Sheriff’'s Office

Silver Thread Public Health - Hinsdale County
South Central Region Health Care Coalition
Telluride Fire Protection District

Town of Crawford

WestCO Dispatch

Western Region Healthcare Coalition of Colorado
Western Regional EMS and Trauma Advisory Council

State Agencies (3 total)

e Colorado Department of Public Health and Environment
e Colorado Division of Homeland Security & Emergency Management (DHSEM)
e Colorado State Office of Public Safety Communications

Federal Agencies (3 total)

e Bureau of Reclamation

December 2024 3



Western Colorado TTX AAR/IP
CISA/ICTAP-XX-AFTACTRPT-XXX-XX

e Cybersecurity and Infrastructure Security Agency
e FirstNet Authority

Other Agencies (9 total)

Axis Health System

CareFlight of the Rockies

Delta Health

Gunnison Valley Health

Gunnison Valley Health Paramedics

Intermountain Health - St. Mary's Regional Hospital
Montrose Regional Health

Pulsara

Telluride Medical Center

2 DESIGN

2.1 Purpose

The Western Colorado Rural Emergency Medical, Communications LT X provided an opportunity
to evaluate current communications concepts, planspand capabilities across jurisdictions and
disciplines within and in areas surrounding Western Colorado.

2.2 Scope

The TTX focused op‘discussing and demonstrating.key risks, plans, and procedures within and
across participating agencies, specifically focusing on situations in which communications
pathways are lost or otherwiseyunavailable:

Outcomesfrom the TTX,included & better understanding of the successes and gaps associated
with a large-scale, multi-agency incident that notionally takes place at the same time that a
Continuity, of Operations (COOP) plan isyput into place in a Western Colorado Dispatch Center.
Evaluation measures included policies, plans, and capabilities. Consistent with Homeland
Security Exercise and Evaluation Program (HSEEP) guidelines, an Improvement Plan is
appended to thiS'/AAR (see Appendix A).

The TTX was not'designed to focus on personnel competency; rather, it was designed to focus
on concepts, policies, plans, and procedures for communications redundancy during a large-
scale response.

2.3 Capabilities

The National Planning Scenarios® and the establishment of the National Preparedness
Guidelines? steered the focus of homeland security toward a capabilities-based planning
approach. Capabilities-based planning focuses on planning under uncertainty, as the next
danger or disaster can never be forecast with complete accuracy. Therefore, capabilities-based

1 National Planning Scenarios: https://www.fema.gov/txt/media/factsheets/2009/npd_natl plan_scenario.txt
2 National Preparedness Guidelines: http://www.fema.gov/pdf/femergency/nrf/National Preparedness_Guidelines.pdf
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planning takes an all-hazards approach to planning and preparation, which builds capabilities
that can be applied to a wide variety of incidents.

For the past several years, states and urban areas have used capabilities-based planning to
perform baseline assessments of their homeland security efforts by comparing their current
capabilities against the Target Capabilities List (TCL)® and the Emergency Support Function
(ESF)* annexes. This approach identified gaps in current capabilities and focused efforts on
identifying and developing priority capabilities and tasks for the jurisdiction.

In September 2011, DHS released the first edition of the National Preparedness Goal® in
response to Presidential Policy Directive 8: National Preparedness (PPD-8). The National
Preparedness Goal describes our nation's security and resilience pasture through Core
Capabilities, which represent an evolution from the TCL. The'Core Capabilities address five
mission areas (Prevention, Protection, Mitigation, ResponSe, and Recovery)., Each Core
Capability includes preliminary capability targets.

The EPT selected the capabilities listed below for this, exercise,
Operational Communications
Operational Coordination

Public Health, Healthcare, and Emergency Medical Services
Public Information and Warning

2.4 Goal and Objectives

The goal of the Western Colorado Rural Emergency Medical Communications TTX was to
discuss the dispatch center COOP, plan, to include roll over and fail over plans for 9-1-1 and
redundant communications between and among'Emergency Medical Services, dispatch,
hospitals, fire, and law enforcement agencies.

The exercise focused on the followingiebjectives:

o Discussitheypolicies and procedures associated with hospital personnel and first
responder communication and coordination during a multi-jurisdictional incident.

e Discuss 9-1-1 COOP, plans,procedures, and capabilities in regional emergency
communications centers.

o Discuss the policies and procedures associated with a large medical incident.

¢ Identifyiand discuss the availability for participants to access redundant communications
technologiesiavailable in the region.

o Enhance the'overall readiness of the participants in the event of an actual emergency
involving a multi-jurisdictional incident.

2.5 Hotwash

After completing the TTX, Players, Observers, and support personnel were given an opportunity
to discuss the exercise with each other during a facilitated Hotwash session. The Hotwash
provided all participants a chance to share their observations, correct misconceptions, and help
improve communications. Both exercise play and Hotwash comments were consolidated

3 Target Capabilities List: http://www.fema.gov/pdf/government/training/tcl.pdf
4 ESF Annexes: http://www.fema.gov/pdf/emergency/nrf/nrf-esf-all. pdf
5 National Preparedness Goal: http://www.fema.gov/pdf/prepared/npg.pdf
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through a process that identifies and discusses event findings and methodologies to address
challenges faced by participating agencies.
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3 SCENARIO

The exercise scenario was developed locally in collaboration with the EPT and is unique to the
area in and around Western Colorado. Exercise planners incorporated critical communication
elements into the TTX. The communications focus provided an opportunity to identify and
document gaps in current capabilities and processes. The exercise also sparked productive
discussions among scenario players that enabled the sharing of different approaches and
operating procedures with other jurisdictions.

The scenario used for Western Colorado Rural Emergency Medical Communications TTX is
detailed below:

Scenario Introduction:

It is a beautiful and sunny day in Western Colorado. Fall has arrived and the region is
recovering from Oktoberfest. For the most part, first respondersiand citizensialike are getting
ready for the onset of winter and the next tourist seasan.

= Discuss the daily baseline for agencies

= Police
=  Fire/[EMS
= Hospitals

= Emergency Management
=  Comm Centers

Phase 1 - Initial Notifications:

At 7:50 AM the first calls hit 9-1-1 that there is\someone-in the parking lot of the Hospital,
shouting and waving a rifle.ingthe air in a threatening way.

At 7:53 AM the first callthits 9-1-1 reporting a shaoter in the Hospital Emergency Department.
The caller reported that the shooter was screaming about his bill and demanding to see the
doctors responsible. Atleast 2 individuals from the'staff were shot as the suspect entered the
department.

Phase 2 - PSAP Impacts:

In the middle of the chaaes of this incident, some planned maintenance on the PSAP building
involving a backhoe started at 8:00 AM. At 8:22 AM all internet and external server access was
lost. Upon agquick investigation by supervisors, it was realized that the fiber lines for the
communications center were severed.

Phase 3 — Public Alerts and Warning:

Personnel responsible for.alerts and warnings to the public arrive at work by 8:30 AM and are
ready to send out any‘notices needed.

Phase 4 — Hospital Coordination:

The last calls received by 9-1-1 shortly after 8:00 AM indicated that the shooter had injured or
killed a number of people in the emergency department and was last seen heading into a
stairwell. Hospital staff are requesting assistance for 15 severely injured individuals. It is
believed that at least 5 individuals have been killed.

At 8:11 AM calls are received from the hospital’'s HR department reporting a shooter in the
hallway outside the administrative offices.

Phase 5 — Communications Challenges
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By 8:30 AM, responders from agencies all over the region have shown up to help. State and
federal agency representatives are on scene as well. Coordination of personnel has become an
issue, and responders are expressing concerns about the ability to communicate with the teams
they have been assigned.

Coordination among the regional dispatch centers is delayed due to the overwhelming number
of 9-1-1 calls related to the incident or just asking for more information.

Phase 6 — Recovery and Ramifications:

By 9:00 AM it is all over. Officers surrounding the barricaded room, just before a planned entry,
heard three shots. Upon entry to the room, they found the suspect had killed the two hostages
and turned the weapon on himself.

Responders acted heroically throughout the incident and saved/manylives due to their quick
thinking and actions. The ramifications of this incident will resonate for many, many years to
come, however.
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4 GAP ANALYSIS

The Western Colorado Rural Emergency Medical Communications TTX AAR/IP identifies gaps
and provides recommendations to address those gaps. With this knowledge, agencies can
develop priorities and focus their efforts on achieving and improving communications throughout
the Western Colorado.

The TTX highlighted several successes:

e Gathering of a diverse group of agencies from various backgrounds and capabilities
and the relationship in the area are a great leveraging point.

o Awareness and understanding of COOP is outstanding.

e NIMS/ICS processes were solid.

o Concept of the Pulsara project is very beneficial, however, additional training and
exposure is needed.

e Backup plan and technologies for dispatch is excellent.

o Immediate notification methods by someshospitals should be a regional standard if
possible.

e PSAP-to-PSAP talkgroup is a best practice allowing fordirect communications
between communications centers statewide.

The exercise also identified several opportunities for improvement. Participant responses
revealed gaps in communications capabilities;that should be viewed simply as deficiencies in
methods, processes, capabilities, and/or systemsayThe gaps andrelated recommendations are
detailed below.

4.1 Formalized PlansgPolicies and Agreements

Description:

The TTX participants discussed various levels of legaey policies and procedures or “handshake”
agreements. Some agenciesypoliciesiwere more developed than others. When asked if the
agencies maintained a Continuity of Operations(COOP) Plan, Tactical Interoperable
Communications'Plan, Mass Casualty Incident'(MCI) Plan, among others, almost none of the
participants did. Participants did discuss in progress versions of some of the desired plans,
howeyver,there were several disciplinesiand jurisdictions that admitted their plans needed to be
formalized or updated. Having established written directives, such as policies and procedures,
in place provides the public safety community with clear direction regarding what actions need
to be taken during an emergency incident. These written directives can serve as a incident
response plan and should alse contain notification and escalation trigger points.

Additionally, there wereymany agencies that have informal agreements for mutual aid purposes,
which work well. Howeyver, there are circumstances where a formal agreement may be
necessary, especially‘as personnel that made the original “handshake” agreement, move on or
retire. Overall, there was a tendency for participants to rely heavily of legacy procedures and
agreements as a reflex. By formalizing some of these procedures (e.g., notification processes
and calling trees), participants will likely make their procedures more efficient and less time
consuming.

Recommendations:
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1. Develop or update existing SOPs, SOGs, MCI, or COOP Plans to ensure they meet the
current agency and personnel needs and threat protections given today’s ever-changing
environment.

Train personnel on SOPs and COOP as part of annual or regular training cycles.

Update or create agreements between agencies and jurisdictions where necessary and
appropriate.

4.2 PACE Planning

Description:

One of the primary conversations that was had during the TTX revolved around the idea of
redundancy planning for failures. It was clear through discussiens about redundant
communications plans (known as Primary, Alternate, Contingent, and‘Emergency (PACE)
plans) that although many technologies and capabilities were available, formalized procedures
for use and transition to were lacking. Specifically, participating agencies should consider
documentation of the various methods, activation trigger points, redundancies; and other critical
details that would facilitate connectivity when regular talkpaths fail. Agencies need to'Create a
policy and procedure that outlines and properly coordinates at least the following:

Identification of lost communications.
Available levels of communication,talkpaths.
Trigger points for transition.

Activation procedures.

Additional monitoring components.
Migration back to the primary mode.

Overall, some participants'had a good understanding of the yarious communications methods
available to them, however no formalized plan toiimplement the use in a standardized way was
discussed.

Recommendations:

1. ldentify the strategic and tactical information needed to create or update a PACE plan.

2. Ensure that personnel are briefed and trained on the contents of the PACE plan.

3. ATrain responders.onithe compenents of the PACE plan and ensure they can navigate to
those resources and understand when those transitions need to take place.

4. Incorporate the PACE plan into future exercises to properly vet the communication
methads,identified.

5. Update the,PACE plan regularly to ensure new technologies or methods are included

4.3 Overreliance,on Dispatch Telecommunicators

Description:

Participants in the exercise repeatedly fell back on using the telecommunicators for several
duties without fully realizing how overwhelmed the dispatch personnel would be. Dispatchers
were tasked with communication relays, resource requests, personnel recalls and activations,
and notifications. Combined with their normal duties of taking calls and dispatching public safety
personnel, the dispatchers would have quickly found themselves inundated and overwhelmed.
Due to the small number of dispatch staff that is at each PSAP, dispatchers would have quickly
become backed up and all the needs of the field personnel that were being requested of them
would have been delayed.
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Recommendation(s):

1. Look for alternatives to dispatcher tasking so that in major incidents responders are not
reliant on dispatchers for every aspect of support.

2. Consider assigning tactical dispatchers or an incident-based communication center
(ICC), whenever possible, to the incident scene or incident command post.

4.4 Participation of Key Agencies and Personnel

Description:

Exercise participation is often difficult for agencies due to staffing and other’issues, however
there are critical personnel that certainly should be included in publieisafety communications
exercises. Telecommunicators, volunteers, and additional opéerational personnel, among
others, would have provided participants an opportunity to discuss communications with
personnel in various functions that may be involved in anfingident.

Recommendations:

1. Ensure all critical public safety entities, beth‘paid and volunteer, are invited to engage in
future exercises.

2. Continue to develop and use regional annual training and exercise plans that allow
agencies to plan to engage in mere training and exercise when possible

4.5 Regionwide Tactical Interoperable Communieations Plan

In a very large-scale incident involving multiple counties, ayregionwide Tactical Interoperable
Communications Plan (TICP) would be instrumental'in facilitating communications response
across the region. An up-to-dateiregional TICP would allow responder agencies in the region to
quickly determine the availability.of deployable communications resources, which would allow
targeted requests forfassistance. ‘In addition, the TICP would include information about
federally available resources and details as to how requests should be submitted.

Recommendations:

1. Ensure that'eachicounty'has a TICP that is maintained, shared, and kept up to date.
2. sMake each county TICP readily. available to all stakeholders (e.g., local emergency
management personnel) as appropriate.
3. Develop a regionwide TICP that includes, at a minimum:
o Adetailed list of deployable communication’s assets is available for regional
request.
e Contactinfermation for each county and for each deployable asset.
¢ Readily/available state assets for request
e A clearand detailed request procedure.
Identify a process to ensure that the regionwide TICP is validated and maintained.
Disseminate the Regional TICP to all stakeholders as appropriate.
Train stakeholders in the TICP once developed.
Ensure that non-communications-specific personnel are included in this training as
appropriate because there may be policies and procedures in some states that require
centralized resource requests

N o gk
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4.6 Awareness of Communications Capabilities and Resources

Description:

Discussion based exercises like the one held in October are a great place to increase
participants awareness of resources and personnel that may assist them during an emergency.
This is especially true with communications personnel, who often are in the background until
there is an issue. Many participants echoed the same sentiment, their participation in the
exercise allowed them to have a better understanding and awareness of the available resources
within the Western Colorado region and from the State of Colorado as well. Participant
responses demonstrated that they had not been exposed to similar cammunications discussions
in past exercises. Due to the limited number of personnel in attendance, it must be assumed
that many others from around the region do not know if these resourees and need to be
exposed through training and exercise.

Recommendations:

1. Ensure that regional public safety agencies and support entities receivesa copy of all
communications plans and policies that may outline what is available in‘the,region.

2. Train personnel on identifying what is in the region or statesand what the request
procedures are to use those resources.

3. Exercise personnel on the requestiand use of any pertinent communications capabilities
or equipment that may be needed'during,an emergency.

4.7 Public Alert and Warning

Description:

During an incident likeshe one presented duringthe TTX, getting information out to the public
that is accurate and/quickiis very important. Although active critical incidents are often over
quickly, it is still importantto plan to-get information out to the public during a live incident or
while in the recevery phase. Individual‘agencies:all discussed having a Public Information
Officer that'would handle, public‘facing communications. However, very few of them could
describe a plan to come together to form and release a single unified message.

Participants\did describe that they would be looking to create hotline or use of traditional 3-digit
information-lines to get information to the public, however, there was not a clear plan on how to
divert the public traffic from the PSAP to these resources.

The Integrated Public’Alert. and Warning System (IPAWS) was briefly discussed but not
understood by most. The use of Wireless Emergency Alerts (WEA) was the term participants
used and when asked/f IPAWS was in use, only a limited number of jurisdictions had access.

The region would certainly benefit from adopting and practicing the use of a Joint Information
Center (JIC) where PIOs from various impacted agencies or jurisdictions can work together to
create unified messaging.

Recommendations:

1. Consider updating policies and procedures to encourage the use of a JIC during
appropriate incidents.
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2. Identify and document the various ways public information can be sent out.

3. Ensure that regional and local personnel are trained to use or activate appropriate public
messaging or notifications platforms or software.

4. Investigate the use and integration of IPAWS for public alert and warning systems.

4.8 CAD Interoperability

Description:

Computer Aided Dispatch (CAD) platforms are often a very personal€hoiee for agencies due to
the customization and personalization aspects of the platform. Most agencies choose these
platforms based on agency responsibilities, cost, and capabilitysThroughout the exercise and
across all three regions of the state, several different CAD types were mentioned. When asked
if there was a platform to allow these different CAD applications to communicate, there were
none mentioned except the internal messaging mechanism.*“CAD offers telecemmunicators and
responders’ access to a variety of data about a givendncident that could helpito'save lives of
both the public and the first responders. Establishing a consistent CAD platform eitherregionally
or statewide would greatly benefit responders, eSpecially in mutual aid situations.

Understanding that the expense of changing or updating'CAD platforms can be too
cumbersome, a long-term approach should be used to migrate . agencies and organizations to a
similar platform over time, as their agencies,naturally would have,updated software. Costs can
be consolidated, and vendors can be leveragedifor such a long-term situation allowing the state
and local agencies the ability to still receive the eustomization that'each feels necessary for the
level of need and complexity that is needed.

Recommendation(s):

1. Consider creating a long-term migration plan for all Western Colorado agencies to come
to a common«CAD platform.

2. Consider acquiring aweb-based CAD platform or bridge that allows CAD data from
various agencies and CAD platformssinteroperate and share data for incidents that
impact large areas or regions.

4.9 LOverrelianceon Cellular

Description:

One of the most telling, however expected, portions of the exercise was the sheer number of
agencies and organizations that depend on commercial cellular vendors to provide both voice
and data access for their responders and personnel. The vast majority of participants discussed
a reliance on cellulartechnologies for primary communications. Many of the same personnel
listed cellular technologies as redundancies as well. Reliance on commercial vendors can
become problematic due to a variety of reasons, first and foremost is the necessity to share
those networks with the general public. Another primary reason, cellular technologies are often
impacted early during an emergency.

Recent events around the country have demonstrated that even the most reliable regional and
city networks are overwhelmed and compromised even for routine events and large gatherings
of people. As technologies evolve and first responders have become more reliant on cellular
technologies for primary voice and data communications, the necessity to share a network with
all of commercial cellular provider's customers becomes a liability. Without the ability to have
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priority and preemption capabilities, cellular technologies serve as more of a problem then a
solution to first responders.

Recommendation(s):

1. Ensure redundancies are identified and trained for those that rely heavily on voice and
data cellular services.

2. Formalize policies and procedures that identify redundancies to replace heavily relied on
technologies.

4.10 Use of VOIP Phones as a Backup

Description:

During the exercise conversation, Voice Over Internet Protocel (VOIP) phones were discussed
as a primary and redundant communications method. There is nothing wrong with this approach
as many agencies and organizations are using this typef'service for phone .communications.
The potential for this technology to be impacted by anfincident is centered around the access of
power. Participants were adamant that they had several levels,of redundancy far pewer in the
case of losing the primary power supply. Ensuring that power baekups can reliably operate with
additional load requirements is essential. Also essential ISito ensure.that agencies have
identified an additional redundancy that does not require ‘external power sources that are
integrated into the infrastructure.

Recommendations:
1. Ensure agencies that rely heavily on VOIPfor phone communications, identify additional
phone resources that do not require externalqpower:

4.11. Frequency offRadie, Training'and Drills

Description:

As is common during many exercises; participants described that they do not get enough
training and exercise on varigus(topics, to include’communications. Many of the participants had
never received any formal radie or,communications training to help them understand how they
are supposed to operate during an emergency. Even responders who use the radio on a daily
basismay not have everreceived formaktraining during an academy or annual training cycle.

Communieations training and exercises can help personnel to be come more familiar with the
plans, policies,procedures, and personnel that are required for operability and interoperability.
Not all training‘and exercise iterations need to be large and complex. Daily or weekly drills can
be conducted as a new shiftarrives. For example, a 5-minute conversation with incoming staff
about a single presented scenario to gauge the knowledge and understanding of your personnel
on a specific procedure can be invaluable.

Recommendations:

1. Conduct regular communications training for various levels of end users of
communications systems.

Ensure any trainings conducted are crafted to the appropriate end user level.
3. Consider conducting simple and short drills on a more regular basis.
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4.12. After Action Processes

Description:

Participants were asked if there was any formalized process for recording the lessons learned
and best practices from any incident or event to which their agencies respond. Although many
agencies discussed informal debriefings and discussions, no formal process was identified to
document and share lessons learned at the local, regional, or state level. The entire after-action
process (AAR, IP, and the Corrective Action Process (CAP)) provides a framework that
supports constant improvement of interoperable communications.

Recommendations:

1. Identify a formal process for local, regional, and state agencies to document agency
communications performance, lessons learned, and hest practices for any incident or
event an agency may participate in.

2. Consider the feasibility and desirability of the Western Colorado partner agencies
working together to review and learn from region-wide incidents throughian after-action
process.

3. Consider implementing a regular regional review of local, regional, and state AARs to
glean lessons learned.

4.13 In Building Coverage

Description:

Exercise participants from multiple agencies, jurisdictionspand dis¢iplines repeatedly stated
throughout the exercise that their radio systems suffer from poor coverage on their portable
radios when they enter thefregion’s large buildings (e.g., schools, hospitals, etc.). Participants
were concerned that the lack of‘coverage in some of the hospital areas would be dangerous for
responders but therefwas, nothing'they currently could do about it. There is a desire to retrofit
some kind of technology-that would provide better coverage, however, the costs associated are
not insignificant and it requires, both public.safety and private industry to coordinate and agree
on a solution.

Recommendations:

L Document what buildings in the region have in-building coverage issues. Where possible
identify specific areas within the buildings that are a concern.

2. Consider pushing for local or state regulations requiring all new build projects of a
certain nature to include some kind of radio frequency propagation system that allows
public safety‘responder radios to work.

3. ldentify procedures or technologies (i.e., human chain, portable repeater, etc.) that allow
responders to mitigate the in-building coverage issues when possible.

4.14 Communications Silos

Description:

Throughout the discussion, many participants described that their communications during this
scenario would likely be siloed within their own agency, jurisdiction, or discipline. Although
siloing of specific duties within an incident are very important to maintain efficient operations,
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when everyone isolates themselves within their desired communications method, often
important information is not received in a timely way by those that need it. There are many
incidents in the past that demonstrate the need to break down these communications silos
where necessary and appropriate, none more obvious than September 11, 2001.

Recommendations:
1. Where possible identify necessary and unnecessary communications silos.

2. ldentify mitigating methods and technologies that may allow for the integration of many
disciplines or jurisdictions, regardless of communication method.

4.15 Radio Programming

Description:

Radio programming for multi-jurisdictional regions can bedncredibly difficulty The interoperation
of multiple disciplines across multiple jurisdictions creatés a need for radios torbe programmed
with a large variety of agency talk paths. Navigatingthrough a radio to unfamilianlocation can be
difficult even for seasoned responders that do notfpractice often. During the WesternsColorado
TTX, there were a large number of participants that were,not dailyausers of the radio system or
the associated handheld (portable) radios. The unfamiliarity,with the'radios led to a request from
a participant to only program the radios with useful items for the specific end user. Although the
request is understood, this level of scrutiny,in the programming would lead to no standardization
of a programming template which causes'difficulties for radio pragrammers. There is a possible
balance between these two ideologies which existsiin selective pragramming of an entire
programming template to only include the zones/banks ofitalk paths that may be pertinent to the
end users.

Recommendations:

1. Encourage ageneies to periodically check'the programming of their radio equipment to
ensure it is programmed correctly and familiarity is maintained.

2. Ensure each agency develops radio programming guides (fleetmaps) to train their
personnel omithe programming of their radios.

3. Ensure personnehhave regular radio navigation training to familiarize themselves with
the programming of their radio.

4. Consider standardizing the radio type and model in future equipment purchases to assist
the'radio programmers and trainers by adding consistency across the county.

5. Considenexpanding zone programming to the pertinent agency potential redundancies
to reduce the amount of navigation needed.

6. Consider removing#epeated zone programming to eliminate confusion, especially where
multiple naming conventions are used

4.16 Priority Telecommunications Services

Priority in communications is crucial to the continuity of operations when facing adverse
conditions such as weather events, mass gatherings, cyber-attacks, or events arising from
human error. CISA offers three Priority Telecommunications Services (PTS) that enable
essential personnel to communicate when networks are degraded or congested.

These services include:
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GETS for wireline voice communications.

e WPS for wireless voice communications.

e Telecommunications Service Priority (TSP) for repair and installation of organizations'
critical voice and data circuits.

4.16.1 GETS/WPS Awareness

Description:

GETS is used for landline priority access and WPS is for cellular priority. However, not all
responders are aware of these services. While not ensuring communications should landline or
cellular technologies totally fail, these systems could provide priority.access to functioning
systems for public safety personnel should the systems be operational but heavily loaded with
high call volumes.

CISA has created an application that completes the nécessary dialing procedure for you. The
PTS Dialer App is available for both Android and i@S,operating, systems. They can be found at
https://www.gwids.cisa.gov/sso/loginoptions.

Note for Private Branch Exchange (PBX) users: The 710-area code is not included in the
standard area code tables programmed into PBX systems." GETS calls to this area code will not
go through unless this area code is manually added to the PBX.

Note for Wi-Fi calling: Many cellular carriers‘incorporate Wi-Fi conneetivity into mobile phones
to increase the coverage and capacity of their networks., Wi-Fi connectivity is utilized for both
data and voice (i.e., Voice over Wi-Fi) communications.= Currently; there is no priority on the Wi-
Fi network segment of GETS,and WPS calls. 'If your GETSor WPS calls on a Wi-Fi network do
not go through, try completing your. call on yourmobile service provider network by disabling Wi-
Fi on the mobile phone, disabling Wi-Fi calling onthe device or physically moving beyond the
range of the Wi-Fi nétwork.®

Recommendations:
1. Disseminate DHS quick reference information for the use of GETS and WPS.

2. _Ensure that necessary personnel understand the various uses and applications where
these resources can be applied.

3. Ensure that the capabilities and limitations of these resources are a part of any
informatien or training provided.

4. Acquire andtest GETS/WPS services. Review information at
http://www.dhs:gov/publication/getswps-documents for guidance on properly testing
these services:

Incorporate GETS/WPS into future training and exercises.

Ensure all permanent critical facilities (i.e., 9-1-1 Centers, Emergency Operations
Centers (EOCs), medical facilities, etc.) have GETS for all landline phones.

Ensure critical personnel cell phones are equipped with WPS access.

Ensure all necessary critical facility personnel regularly test the use of GETS cards on
facility landline phones.

6 https://www.cisa.gov/sites/default/files/publications/Helpful%20Tips%20for%20Users%200f%20%20WP S%20and%20GETS.pdf
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4.16.2 Telecommunications Service Priority

Description:

Restoration of voice and data pathways can sometimes be expedited by enroliment in the TSP
program’. TSP is a program that authorizes national security and emergency preparedness
organizations to receive priority treatment for vital voice and data circuits or other
telecommunications services. TSP service user organizations may be in the federal, state,
local, or tribal governments; critical infrastructure sectors in industry; ognon-profit organizations
that perform critical National Security or Emergency Preparedness functions.

There are two primary uses for TSP; one for installing new serviee and one for restoring existing
service. When circumstances require the installation of a new'telecommunications service
faster than a service vendor’s normal processes allow, an organization‘may request
provisioning priority. This can be an immediate installation following an emergency or an
installation by a specific date, also known as essentialdprovisioning. Restoration priority is for
new or existing telecommunication services and reguires that service vendors restore them
before non-TSP services. Restoration priority helps minimize service interruptions that may
have an adverse effect on the supported National Security. or Emergency Preparedness
functions. Organizations must request TSP restoration priority on their circuits before a service
outage occurs.

Recommendations:

1. Determine whether eligible lines of cemmunication are currently enrolled in the TSP
program.

2. Enroll all eligible lines'eficommunicationithat are not currently enrolled in the TSP
program.

4.17 General Tramming Recommendations

Training can _offerassubstantial improvement to the knowledge responders possess and their
ability to apply that'knowledge to the incident at hand. Many performance or knowledge
deficiencies can be rectified by an‘increase in applicable training.

Develop a training protocolthat includes the whole spectrum of emergency responders from the
local to the state and federal levels. Although by no means exhaustive, some additional
examples of recommended training opportunities the region could pursue include:

1. Discipline=specific communications training. Training of this type is available through
groups suchiasithedAssociation of Public Safety Communications Officials (APCO), the
National Emergency Number Association (NENA), etc.

2. Communications Unit position-specific training courses available through CISA/ICTAP.

a. Communications Unit Leader (COML)

b. Communications Technician (COMT)

c. Incident Communications Center Manager (INCM)
d. Incident Tactical Dispatcher (INTD)

e. Radio Operator (RADO)

f. Information Technology Service Unit Leader (ITSL)

7 https://www.cisa.gov/about-tsp
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g. Auxiliary Communications (AUXCOMM)

3. Regional subject matter experts who can become instructors in applicable training topics
through train-the-trainer courses.

4. Routine training opportunities such as weekly radio-net tests, etc.
The following are some online training resources:

CISA provides emergency communications tools and resources at the Safecom website
(cisa.gov/safecom). This website provides:

e Communications Unit training resources (cisa.gov/safecom/communications-unit).
These include the annual Communications Unit master training calendar and how to
request these courses and other training through ICTAP.

¢ Communication Assets Survey and Mapping (CASM)(cisa.gav/safecom/casm-tool)
provides a secure, free, nationwide tool for agencies to inventory, share, and plan the
usage of public safety emergency communications assets.

The FEMA Emergency Management Institute (EMI) Virtual Campus at
training.fema.gov/EMI.aspx has numerous onlinedcourses of interest, including several courses
offered under the FEMA Independent Study Program such as:

e 1S-100 Introduction to the Incident Command System (ICS)
e [S-700 An Introduction to the National Incident Management System (NIMS)

The FEMA National Preparedness Directorate National Training and Education Division
(NTED) at firstrespondertraining.gov offersimore than, 150 courses to help build critical skills that
responders need to function effectively in mass consequence events.

APCO International (apcointlorg/training-and=certification) offers telecommunicator and
dispatch training.

NENA (nena.org/pagéleducation) offers courses that span the breadth and depth of 9-1-1
technology and Public Safety Answering Point (PSAP) operations topics.

5 CONCLUSION

The Western Colorado REMCDP TTX Is an essential step toward increasing and improving
interoperable,communications in andsaround Western Colorado and the State of Colorado as a
whole. By preparing for large-scale, multi-jurisdictional responses, making improvements, and
continually assessing progress, public safety entities in the Western Colorado will continue to
excel in their dedication to disaster preparedness and their mission to achieve an optimal level
of secure operable, interoperable, and resilient communications.
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Table B-1: Exercise Planning Team Contact LiSt

Agency / Department

Email Address

Amber Medina

Delta Health Emergency Director - WRHCC Co-
chair

amedina@deltahospital.org

970-874-2415

Cara McCoy Pulsara cara.mccoy@pulsara.com 919-538-8938
Chris Abelon NIWC Christopher.atabelon2.civ@us.havy.mil 619-907-4329
Danny Barela WRETAC danny@wretac.org 970-640-1024

Harlan Squires

SAIC supporting CISA

Harlan.t.squires@saic.com

760-473-3034

Jaimie Flowers

NIwWC

Jaimie:l.flowers.civ@us.navy.mil

619-200-2301

Jeff Dunmire

SAIC supporting CISA

Jeffrey;b.dunmire@saic.com

619-754-3315

Jeremy Johnson

CISA

jeremy.johnson@cisa.dhs.gov

202-431-8962

Joshua Pietak

Delta County Ambulance District

jpietak@dcadems.com

970-209-2557

Katherine (Kat)
Smith

West Region Healthcare Coalition of €O

westregionhcc@gmail.com

970-417-2796

Kirby Clock

Delta‘County Ambulance District

kclock@dcadems.com

970-874-7001

Kris Stewart

Delta County Emergency,Management

kstewart@deltacountyco.gov

970-874-2004

Mary Rasmusson

Regional Health and West Region Healthcare
Coalition (WRHCC)

mrasmusson@montrosehealth.com

970-2522647
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Matt Nilsen SAIC supporting CISA Matthew.p.nilsen@saic.com 619-301-5471
Mychaela Belden Delta County Ambulance District 970-201-3657
Nick Zuber Gunnison Valley Health/EMS 703-655-7506

Nicole Dodson

CISA

202-262-6159

Pam Monsees

State of CO-Dept of Public Safety-Office of Public

Safety Communications

720.402.0858

Tabitha Champlin

Ouray county

ourayco.govt

970-417-3463

Tiffany Tittes

Western Colorado Regional Dispatch

c.net

970-252-4781
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Job Title Agency/Department

Adam
Scheibler Operations Chief Olathe Fire Protection District Player Ascheibler@olathefire.org
Amanda
Terwilliger SWIC DHSEM Observer | amanda.terwilliger@state.co.us
Amber Lillard Executive Director WestCO Dispatch Player alillard@wecrdc.net
Amber Medina | ED Director Delta Health Player amedina@deltahospital.org
Anne Director of Human
Gallegos Services Delta County Human\Services Player agallegos@deltacountyco.gov
Blake Kinser Fire chief Paonia,Fire Department Player blakekinser@gmail .com

Integrated

Preparedness Colorado|Division of Homeland_Security
Bobby Woelz Specialist & Emergency Management (DHSEM) Player bobby.woelz@state.co.us
Brent Culver Deputy Chiéf Montrose Fire Protection District Player brent.culver@montrosefire.org
Bret Specht Firefighter Crawford FireyProtection Distric #5 Player bretspecht@msn.com
Brett
Anderson ALS Supervisor North Fork EMS Player Brett.anderson.emtp@gmail.com
Brian Craig Exercise Evaluator SAIC Representing CISA/ICTAP Evaluator | brian.h.craig@saic.com
Cally Gallegos | Town Administrator Town of Crawford Player crawfordclerk@gmail.com
Chris Broady Chief of Police Mountain Village Player cbroady@mtnvillage.org
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CJ Malcom Chief GVHP Gunnison Valley Health Paramedics Player cmalcom@gvh-colorado.org

Danielle

Aguilar OEPR Field Manager | CDPHE Player danielle.aguilar@state.co.us
Executive Director -

Danny Barela | WRETAC WRETAC Observer | danny@wretac.org
Communications

Derek Gard SME SAIC Representing CISA/ICTAP Evaluator | DEREK.R.GARD@SAIC.COM
Emergency
Communication Intermountain Health - St. Mary's

Devin Munoz Center Manager Regional Hospital Player devin.munoz@imail.org

Diana ED and EMS medical

Koelliker, MD | director TFPD and Telluride Medical.Center Player dkoelliker@tellmed.org
Police Systems

Drea Cole Administrator Montrose Police Department Player dcole@montrosepd.org

Eliya Dep. Emergency

Sorensen Manager GunnisonValley'Health Player eesorensen@gvh-colorado.org

Eric Smith RN Gunnison Valley Health Player ESmith@gvh-colorado.org
EMT-
B/PECC/Q@utreach

Erin Coordinator/Administr

Mulhausen ative Director Delta County Ambulance District Player emulhausen@dcadems.com
Registered Nurse -

Gina Lambert | TNC Gunnison Valley Health Player glambert@gvh-colorado.org

Harlan

Squires Exercise Facilitator SAIC Representing CISA/ICTAP Facilitator | harlan.t.squires@saic.com
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Job Title Agency/Department
Jacqueline
Davis Public Health Delta County Player jadavis@deltacountyco.gov
Program
Jeff Dunmire Management Director | SAIC Representing CISA/ICTAP Evaluator, | dunmirej@saic.com
Jeffrey Hotchkiss Police Department and Fire
Rodarte Admin Assistant District Player jrodarte @townofhotchkiss.com
MRH Clinical
Jenn Gourdin | Supervisor Montrose Regional Health Player jgourdin@montrosehealth.com
Jennifer
Dinsmore EM Coordinator San Miguel Sheriff's Office Player jenniferd@sanmiguelsheriff.org
Jeremy
Johnson ECC CISA 10D Observer | jeremy.johnson@cisa.dhs.gov
Jim Austin Public Health Director jéMontrase:County PubliciHealth Player jaustin@montrosecounty.net
Marketing &
Communications
Joelle Ashley Director GunnisonValley'Health Player jashley@gvh-colorado.org
John Rondeau | Specialist Pulsara Player John.rondeau@pulsara.com
Program kara.prisock@coloradosprings.go
Kara Prisock Administrator South Central Region HCC Player v
Readiness &
Response
Kat Smith Coordinator WRHCC Observer | westregionhcc@gmail.com
Emergency
Kayleigh Preparedness CO
Wright Chair, TNC Delta Health Player kwright@deltahospital.org
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Safety & Health

Keith Monroe | Manager Bureau of Reclamation Player kmonroe@usbr.gov
Kimberly
Mitchell Chief outgoing Ouray County EMS Player kmitchell@ourayco.gov
Kris Stewart Emergency Manager | Delta County Emergency Management Player kstewart@deltacountyco.gov
Silver Thread Public Health'= Hinsdale
Kristen Hartje | EPR Coordinator County Player kristen@silverthreadphd.org
Kristin Kelley Director Ouray County Public Health Player kkelley@ourayco.gov
Linda Smith Colorado Department of Public Health Observer | Linda.l.smith@state.co.us
Lindsay
Mitchell PIO Delta County, CO Player Imitchell@deltacountyco.gov
EPR/Communicable
Lisa Gallegos | Disease Coordinator{ | Montrose Public Health Player Igallegos@montrosecounty.net
Colorado Dept of Public Health and
Lori Zazzaro OEPR Field Manager | Envirenment Player lori.zazzaro@state.co.us
Mark Warner Evaluator SAIC Evaluator | Mark.J.Warner@SAIC.com
Mary Director,Education & mrasmusson@montrosehealth.co
Rasmusson EM Mantrose Regional Health Player m
Delta County.
Commissioner
Mike Lane District 1 Delta County Player mlane@deltacounty.co.gov
Urgent Care and
Mountain Clinic
Morgan Fields | Nurse Manger Gunnison Valley Health Player Mfields@gvh-colorado.org
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Manager of Public

Nichole Relations and
Glaser Development Axis Health System Player nglaser@axishealthsystem.org
Nicole Bennett | Budget Manager Delta County Health & Human Services Player nbennett@deltacountyco.gov
Program Manager - State Office of Public Safety
Pam Monsees | SEOC ESF-2 Communications Observer | pam:monsees@state.co.us
Paul Eller Emergency Manager | City of Montrose Player peller@montrosepd.org
Trauma Program
Rebecca Diaz | Manager Montrose Regional Health Player rediaz@montrosehealth.com
Sara Boucher- sara.a.boucher-
Jackson SAIC/DHS Contractor | SAIC Evaluator | jackson@saic.com
Montrose County
Emergency
Scott Hawkins | Management Montrose County Sheriff's Office Player shawkins@montrosecounty.net
Shannon
Armstrong Emergency Manager | San Miguel Sheriff's, Office Player shannona@sanmiguelsheriff.org
Emergency
Preparedness and
Response
Shirley Tatto Coordinator Delta county Public Health Player statto@deltacountyco.gov
Tad Rowan Fire Chief Montrose Fire Protection District Player tad.rowan@montrosefire.org
Tara Hardy Public Health Director | Silver Thread Public Health District Observer | tara@silverthreadphd.org
Broadband
Tracey Emergency
Murdock Communication FirstNet Authority Player tracey.murdock@firstnet.gov
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APPENDIXD GLOSSARY
]

AAR After Action Report

APCO Association of Public Safety Communications Officials
AUXCOMM Auxiliary Communications

CAD Computer Aided Dispatch

CASM Communication Assets Survey and Mapping
CISA Cybersecurity and Infrastructure Security Agency
COML Communications Unit Leader

COMT Communications Technician

COOP Continuity of Operations

DHS Department of Homeland Security

ECC Emergency Communications Center

ECD Emergency Communications DiviSion

ED Emergency Department

EMI Emergency Management Institute

EMS Emergency Medical Services

EOC Emergency Operations ‘Center

EPT Exercise Planning Team

ESF Emergency Support Function

FOUO For Official Use Only

GETS Government Emergency Telecommunications Service
HFPD Hoehne Fire Protection District

HSEEP Homeland Security Exercise Evaluation Program
ICS Incident Command System 4

ICTAP Interoperable €Communications Technical Assistance Program
INCM Incident Communications Center Manager

INTD Incident Tactical Dispatcher

IOD Integrated Operations Division

IP Improvement Plan

ITSL Information Technology Service Unit Leader
MAA Mutual Aid Agreements

MHz Megahertz

MOU Memorandum of Understanding

NECP National Emergency Communications Plan
NENA National Emergency Number Association

NIFOG National Interoperability Field Operations Guide
NIMS National Incident Management System

NTED National Training and Education Division

PACE Primary, Alternate, Contingent, Emergency

PBX Private Branch Exchange

PPD Presidential Policy Directive
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PSAP Public Safety Answering Point

PTT Push to Talk

RADO Radio Operator

REMCDP Rural Emergency Medical Communications Demonstration Project
SWIC Statewide Interoperability Coordinator

TA Technical Assistance

TAD Trinidad Ambulance District

TCL Target Capability List

TERT Telecommunicator Emergency Response Taskforce
TFD Trinidad Fire Department

TPD Trinidad Police Department

TSP Telecommunications Service Priority

TTX Tabletop Exercise

VOIP Voice Over Internet Protocol

WPS Wireless Priority Service
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